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Abstract

Data privacy is important for any user, including those who
use mobile devices. The goal of an app privacy label is to
inform users about the privacy policies of a specific app.
Apple’s recently released Privacy Nutrition Labels, found in
the app store, are a step in the right direction for informing
users about the privacy practices of many apps. However,
little research has been performed into evaluating its trans-
parency and effectiveness. In this paper, we investigate the
new nutrition labels and attempt to illuminate points of con-
fusions in these apps. We also investigate the app decision-
making process of people and if the new privacy labels af-
fect the privacy awareness of participants. We find that
while some participants have issues with understanding cer-
tain parts of the labels, the overall consensus is that the in-
formation presented in the label is helpful to our partici-
pants.

1. Introduction

The main goal of this study is to answer the question: what
is the impact of Apple Privacy labels on user understanding
and awareness of app privacy practices and on user deci-
sions related to using apps? Some sub-questions that are
addressed in this study include: what information do people
pay most attention to when downloading an app, how do
users use this information when making decisions about
apps, and do the privacy labels change privacy awareness?
The end goal of this research is to understand how helpful
the Apple Privacy Labels are for consumers and to find
ways to make Apple Privacy Labels more usable for con-
sumers.
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2. Related Work
2.1. Privacy Policies

Privacy policies are a crucial tool in informing a user’s un-
derstanding and consent to the various data practices of
companies they interact with. Experts believe the top harms
of sharing smartphone data for consumers are social prob-
lems, financial harms, surveillance & monitoring as well as
privacy concerns [3]. These privacy concerns are believed to
be mitigated by educating users of privacy and security in-
formation, encouraging users to only download trusted apps,
and increasing transparency by application and operating
system developers, as well as other techniques [3]. While
user education is highly encouraged, Balebako et al. [3]
believe that comprehension of privacy notices is a key factor
for users actually using notice information. They found that
if the information is presented too late, consumers will not
be affected by the information unless they are browsing
multiple places for the same product [3]. However, if priva-
cy information is presented before a website is chosen for
sensitive product purchasing, then most consumers will
choose a higher privacy rated website even if they must pay
more for the same product [3].

Currently, privacy policies presented on the Internet have no
required standardized format, and instead usually exist as
full-text, natural language policies [9]. However, full-text,
natural language formats perform poorly in allowing users
to quickly and accurately find information about the policies
and are also disliked by many users [9]. The PPChecker, a
tool created by researchers to identify problems in privacy
policies on the Google Play Store, found that 74% of 2500
analyzed policies were problematic in some way [7]. Lay-
ered text policies have become more popular, and are
somewhat more enjoyable for users, but even they do not
fare much better than the full text policies in terms of com-
prehension [4,9]. In fact, layered text policies may even
reduce transparency and effectively obscure important in-
formation because users rarely click through to the full poli-
cy to find information that is not immediately available in
the layered format [4]. Standardized formats of privacy pol-
icies, both in tabular presentation and simple textual presen-
tation, perform much better in both user enjoyability and
comprehension of the policies [9]. However, the flexibility
of standardized formats allows different policy authors to



present the same information in various ways, which may
undermine their expected effectiveness [4]. Still, research
from Balasubramanian et. al. [2] supports the idea that high-
ly motivated and less knowledgeable consumers benefit the
most from nutrition-style labels, and that simplified labels
lead to greater understanding.

2.2. Decision Factors

In 2013, Kelley, Cranor, and Sadeh, designed a privacy facts
checklist [10]. By testing the new design in lab studies and
MTurk surveys, it is found that users’ decisions could be
affected by the way privacy information is displayed. Both
lab and online participants also reported they are "aware of
the (privacy) display but did not look at it". Other factors
considered more or as important include: ratings, user re-
views, price, branding and design, word of mouth, number
of downloads, popularity, permissions, size of the app, de-
veloper/company, and advertising. Our work explores what
factors affect users’ privacy decisions and provides some
insight confirming the presence of all of these factors.

2.3. Trust and Misconceptions

There are a lot of myths and misconceptions when it comes
to privacy labels. In 2013, Kelley, Cranor, and Sadeh sug-
gested participants “assume that all applications collect the
same information” [10]. Our work investigates if the new
nutrition label helps people compare apps more easily and
how they do it.

Kelley, Cranor, and Sadeh also found that “users over-
whelmingly trust the application’s permission and privacy
facts display” [10]. They assume the information is being
verified and when it breaks their expectations, they assume
it’s their own mistake in understanding. In our study, we ask
whether participants trust the information they see presented
in the Apple App Store.

In Lin et al. 's experiment [11], participants are paid to read
the privacy notice. But even in an optimal situation where
people do read the privacy notices, it is hard for the majority
of the participants to guess the purpose of why their data is
being collected. Having used certain apps before doesn’t
help with a better understanding either.

2.4. Apple Privacy Label

In December 2020, Apple came out with a new feature
which they call a “privacy label” that aims to inform users
of the data practice and privacy policies of the apps that they
download and interact with. In theory, these labels address
the “Catch-22 implication” that comes with the common
internet practice of assuming that access implies consent, as
they aim to inform a user’s consent to the app’s privacy
practices before they actually download and interact with
the app [1]. The labels resemble the prototypes used in re-
search done on standardized and tabular formats of privacy
policies [9], sometimes referred to as a privacy “nutrition

label”. Past research has been conducted on prototypes of
standardized formats and privacy nutrition labels. For ex-
ample, Naeini et. al [5] studied a prototype of a privacy nu-
trition label for IoT devices and found that users liked how
the IoT devices were given ratings from independent re-
search labs. They also found that users would like to see
these labels at the time of purchase to help the user make
more informed decisions [5]. Kelley et. al [7] went through
an iterative process of designing a privacy nutrition label,
starting with a P3P Expandable grid and refining based on
feedback several times unless they came up with their final
design. This final design was discussed in a focus group and
compared with the standard privacy policy in a within-
groups user study, revealing even more potential for im-
provement [7]. However, little research has been done on
the usability and understandability of Apple’s labels.

Our study aims to address this gap and identify the impact
of Apple Privacy Nutrition labels on user understanding and
awareness of app privacy practices, and on user decisions
related to using apps. We then compared the findings from
past research on privacy nutrition label prototypes with our
own findings to note any parallels or divergences. Because
privacy labels make use of a defined set of terminology, our
usability and understandability research may also help to
determine which industry terms they are familiar with,
which was a subject that earlier researchers encouraged
more investigation into [4]. This paper also extends the
work of Balebako et al. [3] by evaluating whether Apple’s
privacy labels are an effective notice and comprehensible by
smartphone users. Past studies also suggest participants "as-
sumed that all applications collect the same information”
[8]. Our work investigates if the new nutrition label helps
people compare apps easier.

This research will help designers and developers understand
flaws in the current Apple label, identify improvements that
could be made to the label to increase user understanding,
and devise new formats that can be used as the industry
standard for privacy policies.

3. Methodology

3.1. Recruitment

We originally tried recruiting participants on CMU’s CBDR
but had to turn to a convenience sample of colleagues be-
cause of timing constraints. Since the privacy nutrition label
is a feature of the newest operating systems of Apple, we
recruited 13 participants to be users of either iPhones (iI0S
14) or Macs (OS Big Sur). Participants were at least 18, and
selected for a balanced demographic with 38% male, 62%
female, and the age range of the participants was between
18-59. All participants completed a virtual lab study that



took about an hour, and we paid $15.00 to each participant
who completed the study.

3.2. Virtual Lab Study
3.2.1. Pre-Task Survey

We asked the participants to answer a brief questionnaire at
the beginning of the lab study. This pre-survey asks the par-
ticipant to indicate the importance of different factors, all on
a Likert scale. Both security and non-security factors are
included, so as to not prime the participants’ answers to-
wards security. The same survey is administered post-
interview to see if the interview had any effect on how they
rate the importance of app security, data privacy, and the
nutrition label.

3.2.2. Task

We asked the participants to evaluate four apps in total, one
at a time. The apps are selected from a list of eight apps that
are pre-selected to be unknown so as to not bias responses
with brand loyalty. All app evaluations were performed as
“Think-Aloud tasks”, where the participants vocalized their
stream of consciousness as they evaluated the apps, result-
ing in them speaking aloud about what they noticed and
about what was affecting their decision. For the first task,
the participants were asked to evaluate two apps from the
same category individually, and then compare them and
indicate which they would pick and why. The privacy label
was not mentioned, so that we could observe whether partic-
ipants noticed it on their own. The second task was similar
to the first, differing in only two ways: the two apps were
selected from a different category, and participants were
asked to evaluate the privacy label as well. This ensured that
we were able to see how participants evaluated apps before
being prompted to think of privacy and security.

The apps were selected on several requirements. All of the
apps had to have less than 5,000 ratings and reviews, the
apps couldn’t be well known, and all of them had to have a
similar average rating so that a participant wouldn’t just
choose a specific app because of bad ratings. The apps and
categories used can be found in the appendix.

3.2.3. Scenario

We asked participants to pick one app from each pair for
their friend after evaluating each pair. We asked this to ob-
serve if participants would prioritize an app with a different
level of security if it were intended for someone they cared
about. Specifically, we hypothesized that participants would
want more secure apps for friends they care about than for
themselves.

3.2.2. Post-Task Survey
For the final part of the virtual lab study, we asked the par-

ticipants to answer the same survey as they did at the begin-
ning of the study. No parts of the survey were changed from

the original. The objective of the post-task survey was to
evaluate if privacy attitudes changed after interacting with
the privacy labels.

3.3. Data Analysis

Our data analysis consisted of different methods for the
qualitative interview data and the quantitative survey data to
see what patterns emerged before, during, and after the in-
terview process.

3.3.1. Quantitative Data

To analyze the Likert-scale questions, we used two different
methods. First, we scored each questionnaire and ran a
paired-sample t-test on the total score for the pre- and post-
study questionnaire score for each participant. The answers
were converted to a 1-5 scale with extremely unimportant
being equal to 1 and extremely important equaling 5. The
question about “App Privacy Label” importance was ex-
cluded from this analysis because of too many people an-
swering “I don’t know”.

Second, we used the Wilcoxon Signed Ranks test to check
for differences immediately before and after the lab study
for each of five app decision factors (ratings, reviews, app
store rank, security, data privacy). This non-parametric test
values the null hypothesis that there is no difference before
and after the lab study and the alternative hypothesis that the
importance rating of the app decision factor changes.

In addition to the main analysis, we described the quantita-
tive data of the participant’s rating on “App Privacy Label”
because the sample size is too small to run a statistical anal-
ysis. The sample size is small because we excluded the
number of participants who answered, “I don’t know what it
is”, which cannot be converted to a numerical number.
However, we felt that this question deserved its own analy-
sis because of the number of people who originally an-
swered that they didn’t know what the label is who then
went on to rank it after the interview.

3.3.2. Qualitative Data

Interview  transcripts were analyzed using induc-
tive/emergent coding. An initial codebook was created
based on early interviews, and all six researchers collaborat-
ed iteratively to improve the codebook throughout the cod-
ing process. 12 interviews were double coded to ensure in-
ter-rater reliability, and all coding discrepancies in these
interviews were discussed and resolved. Due to time con-
straints, 3 of the 15 interviews were coded independently
(each by different researchers); however, the researchers
met afterwards to discuss any perceived ambiguities in the
coding of particular data points, as well as any necessary
changes or additions to the codebook. The final codebook
contained 90 codes across 6 categories.



3.3.2. Demographics

With our 13 participants, we interviewed eight users who
were female and five users who were male. Of these partici-
pants, nine of them were between 18-29 years old, one was
30-39 years old, one was 40-49 years old, and two were 50-
59 years old. All of our participants have completed under-
graduate degrees. Six participants are current graduate stu-
dents, and then we had a wide range of professions for the
rest: a nurse, analyst, program manager, software consultant,
Chief Information Security Officer, and a biology research
scientist.

4. Results

4.1. Quantitative Data

The survey where participants ranked what factors are im-
portant to them when downloading an app showed that Rat-
ings was the most important factor prior to the survey out of
Ratings, Reviews, App Store Rank, Security, Data Privacy,
and the Privacy Nutrition Label. Before the interview 10
participants said that ratings were important to them, and the
second most important factor reported was data privacy with
nine participants ranking it as important or extremely im-
portant.

The post-interview showed that eleven participants now
ranked Ratings as important or extremely important which
was the highest scoring category. Reviews was the second
highest category with 10 participants now categorizing it as
an important factor. There was no change in the number of
people who rated Data Privacy and Security in the important
categories, but fewer people rated both categories as ex-
tremely important after the interview.

As for the Privacy Nutrition Label, seven participants re-
ported that they didn’t know what it was before the lab
study. Of the other six participants, only two rated the pri-
vacy label as important before the study. The follow up sur-
vey showed that only two participants reported not knowing
what the label was and two participants rated it as unim-
portant. There were five participants who reported that the
label was important to them in their app download decision
making process in the post-interview survey.

While there were individual differences in overall answer
distribution as seen in figures A and B, analysis with the
paired-sample t test showed that there was no significant
difference between the participant scores with the scores
only differing by .6 of a point (t = -0.96777, df = 12, p-value
=0.3523).

Answers to Pre-Interview Questions

B Don't know what this is

B Extremely Unimportant

Ratings
Unimportant

B Neutral

B Important

Reviews

App Store I Extremely Important
Rank

Security

Data Privacy

Privacy
Nutrition Label

0% 25% 50% 75% 100%

Figure A: Pre-Interview questionnaire answers showing
over 50% of participants did not know what the Privacy
Nutrition Label is.

Answers to Post-Interview Questions

B Don't know what this is

Ratings [ Extremely Unimportant
Unimportant

B Neutral

B Important

Reviews

App Store

I Extremely Important
Rank

Security

Data Privacy

Il

Privacy
Nutrition Label

0% 25% 50% 75% 100%

Figure B: Post-Interview questionnaire answers showing
most participants who did not know what the nutrition label
is now rate it neutral or important.

When using the Wilcoxon Signed Ranks test, we did not
find significant differences for any app decision factor be-
fore and after the lab study: ratings (Z=-1.05 , p = 0.33),
reviews (Z=-142, p=0.16), security (Z=-4.0, p=0.77), app
store ranking (Z=-0.10, p=1.00), privacy (Z=-0.37, p=0.85).
We therefore conclude that there is not enough evidence to
prove that being prompted to use the privacy nutrition label
during the lab study changes the importance of any of the
app decision making factors.

4.2. Qualitative Data
4.2.1. App Download Process

We asked about what our participants usually do when go-
ing into the app store to download an app. We also asked
our participants to Think-Aloud while deciding which apps
to download from two pairs. Therefore, we collected both
self-reported data and study data on what are the decision
factors and what the process is like.



Out of all the interviews, the security expert is the only one
who mentioned security considerations when we asked,
“What's your normal process of downloading an app?” be-
fore thinking aloud tasks, mentioning they would do Google
searches on the apps’ security.

Functionality

Convenience and functionality seem to dominate all of the
other considerations that may factor into the app download
process, particularly privacy. As P9 noted, “I just care more
about like my user experience and how well I'm being like,
served, whether it's like ads or content, like I just want my
stuff to be, like, personalized, and if they need my data to do
that, I don't mind giving it up.” A majority of participants
mentioned that they only initiate the app download process
when a specific need arises. Functionality alone is sufficient
for some participants to download the app when there aren’t
a lot of options.

Ratings and Reviews

All participants investigated the review section, in one way
or another. Around one thousand seemed like a threshold for
an acceptable number of reviews.

"It has 963 ratings with 4.8 stars, that makes me feel some-
what trustworthy of it"

“It has 4.7 stars with 1.8k ratings. So that leads me to be-
lieve that it's pretty safe.”

“As the number (of ratings) hit somewhere above 1k, it just
feels the same.”

Others had strategies for selectively reading helpful reviews.
P12 mentioned, “I actually like four stars and three stars
because they usually give a fair assessment.”

Ranking

The more forward ranking apps receive the more attention
and trust. One participant mentioned that they only “limit to
the first 10” apps. But exceptions apply, some participants
noted that their trust of an app decreases when it is labelled
as a promoted advertisement even though it means it would
be ranked as the first result. In P5’s words, “If it's like spon-
sored...I ignore those.”

Legitimacy of App
Brand Recognition

Established brands encourage downloads and also in some
cases make participants feel more relaxed about sharing
personal information. P10 mentioned, “I went to download
Notion then put in my school email. I didn't give a second
thought...I feel like it's a more established brand that's out
there. "

Professionalism

For instance, the professionalism of the app, which may be
reflected by the app’s UI/UX design, the app’s description,
or the app’s name, may impact how legitimate the user sees
the app, thereby affecting the app decision process. P10
noted, “The icon and the interface...are two things that kind
of serve as an indicator for me for how developed and pol-
ished this thing is. "

Publisher/developer

Participants consider the identity of the publisher/developer.
Participants would look at the other apps that the developers
have made in order to determine if the developer is trust-
worthy. P14 talks about the desire for a more experienced
developer, because it infers “quality of the app” and “the
end user experience”. P11 learned the only apps developed
by the particular developer is the workout app and a Holy
Bible app, and surprised us with a vivid speculation, “the
range of apps that they have available that they develop
makes me think that they are just like one person and their
basement making apps for fun. So, this makes me skepti-
cal.” Later in the interview, they mentioned “I am not giving
some person in their basement artificial intelligence infor-
mation”. If the perceived legitimacy of the publish-
er/developer was very negative, then it would cause the par-
ticipant to not want to choose that app.

Age of Application

Two participants misinterpreted the age limit listed in the
App Store as how old the app is. P2 said, “the older some-
thing is the more bugs, it's been run into and the more things
that you can kind of fix and update. So, age for me is really
important. Just because I know it's been established, I
guess.”

Overriding Factors

If the app is recommended by a friend or if it was required
for either school or work, the participants don’t go through
the decision process. This kind of process is described by
some participants as “without thinking”. They treated it as
the decision being made for them.

4.2.2. When does the Decision Take Place?

Participants also differed in their processes for downloading
apps on when they decided to keep or delete an app that a
participant were going to or had downloaded. Most partici-
pants go to the app store with a specific need and then de-
cide in the app store only which one to download.

Most participants do trial and error, downloading and trying
multiple apps and then deciding if they want to keep it or
delete it. This category of participants self-report to spend
less than a minute in the app store.



A couple of the participants would research the apps on
Google to “see what’s out there”, before opening the app
store. This category of participants self-report to spend up to
10 minutes in the app store.

4.3. Privacy Concerns

We found that some participants felt that they had no choice
when it came to their personal data. Two participants em-
phasized that they had no choice when it came to app down-
loads. Both participants, P9 and P10, tended to say some-
thing along the following lines: “... even if I read what I
understand ... what they say, is that what they do? You nev-
er know. So, what's the point? ... they just want you to con-
sent. And I have to consent because I have to use your prod-
ucts. So, I don't feel like I was given a choice.”

A larger number of participants, nine in total, stated that the
data practices and labels were in line with what they ex-
pected in some way. Expectations differed slightly based on
the specific app type. When presented with a pair of social
apps, P1 noted in their app review that the information col-
lected was "pretty normal for a social app." P11 was choos-
ing a banking app and looked to make sure that an app was
legitimate, and that only one of the apps we presented was
in line with their expectations.

More generally, many participants expect that their data is
being used for marketing and advertising purposes. P11
noted that while advertising and marketing was undesirable,
it’s a “normal thing that happens.” Their example was that
they’ll “shop on Nordstrom for sandals and suddenly I have
20 ads on my CNN page about [sandals].”

Finally, some participants were less concerned about data
privacy because their Information was already “out there” or
being tracked. When it came to data leakage and privacy,
P11 explained that “so much of that stuff is already happen-
ing like in my computer usage on a day-to-day basis ... it's
really not gonna make a difference whether or not [this app
has my data].”

Out of the 13 participants, eight people stated that they nev-
er looked at the privacy policy. The only participant that
always looked at the privacy policy was P14, the only secu-
rity expert out of our participants.

4.4. Privacy Label
4.4.1. Label Usage

During the study, there was a range of how participants used
the privacy label. Six of our participants clicked into the
“More details” section, where the participant could see more
information on what the terms used in the main label mean.
P15 said, “Then under App privacy I go into the details.
And I'm trying to understand how they're going to be using
this data, just scroll down through this, to understand a little
bit better.” Five of our participants used the label to com-

pare between apps. P5 said “I don't remember this data used
to track you tab on the other app. Maybe it was there. And I
just didn't notice. I think this actually says less than the last
one, but I'm not sure.”

4.4.2. Trust in Information

When participants were asked if they trusted the data pre-
sented on the privacy labels, 11 people indicated that they
did at some point, even though Apple says on the detail pri-
vacy page that they have not verified any of this data. No-
body saw this disclaimer and the general consensus was that
Apple was trustworthy and that they had requirements for
the data being presented in the labels. In the same vein as
many others, P5 said “I was operating under the assumption
that this is like a thing that Apple is providing me to like,
and then they would... require that of the app or something.
So, I assume that it's... truthful.”

On the other hand, a couple participants were always skepti-
cal about the information provided in the labels. P2 trusts
that the app developers are truthful with the data they’re
putting on the labels, “but I don't trust that there isn’t more
information that they aren't disclosing that they're tracking
or linking”. Skepticism of full disclosure was a common
theme seen in the five participants that had any distrust
about the information provided in the labels.

We did have three participants who wavered between trust-
ing the data and being skeptical about it such as P11. They
said, “My initial reaction was...of course Apple must have
some sort of monitor on that situation... [but] I don't know
how much oversight is really in the process... [and develop-
ers] might be able to pull whatever they want, and we
wouldn't really know the difference.”

4.4.3. Understanding of Information

Participant understanding of the label was also a very im-
portant topic that came up in every interview. There were
only four participants that had no trouble with the infor-
mation on the labels or how it was presented. One such par-
ticipant, P12, said of the label “It makes sense. I like the
way that the sections organized" and had no issues under-
standing any of the information presented. All of our other
participants had some sort of confusion regarding the label;
this sentiment, which was echoed by many, best summed up
by P8 saying “I don't really know exactly what that means.”
This confusion was seen both with what the sections titles
mean and with what the specific information contained in
the label means.

Five participants had difficulty understanding the meaning
of specific data types, such as “usage data”, “user content”,
and “other data”. P5 also mentioned that while the descrip-
tion for “user content” stated that emails or text messages
may be collected, this did not match with the icon used for

“user content”, which they associated with photos. One par-



ticipant, P4, said that while they didn’t find the terminology
“other data” to be confusing, it raised their skepticism of the
label because “other data could be any data, right? If I'm
giving them some input, they could tell me tomorrow that
other data could be any data could be time, it could be my
inputs to the game, it could be anything else. So other data
is a very weird way of saying that we are publishing any
kind of data.”

A couple of participants mentioned that the label did not
sufficiently explain what the data would be used for. One
such participant, P14, said “Why does the community sports
tracker need to have my information such as my name, my
age, my address, my email address, my phone number? I
mean, really, I think that they want my data for their own
purposes.” P10 echoed a similar sentiment, discussing how
they usually only realize that their data is being collected
when they receive targeted ads, but that “most of the time
[data collection] is just very implicit.”

Another issue that came up was that the same data label
could appear in multiple sections and there is no clear indi-
cation of what is different between the sections. When P9
saw “usage data” appear under both the “data linked to you”
and “data not linked to you” sections, there was confusion
and they said, “either that's like wrong, or there's different
types of usage data that's being linked, and they're not at all
elaborating on that”.

A couple of participants also had difficulty understanding
the different section titles of the App Privacy label. One of
the participants, P2, said “I'm not really sure what's the dif-
ference between data being used to track me versus data
being linked to me.” Similarly, during the evaluation of the
second app in Task 2, P4 confused the section titles and did
not notice that in the second app the second section in the
App Privacy label was titled “Data Not Linked to You”, as
opposed to the first app where the second section was titled
“Data Linked to You”.

S. Discussion

5.1. Privacy Label Implications

While some participants had issues with understanding cer-
tain parts of the Privacy Labels, the overall consensus was
that having the information presented was helpful to our
participants. We found that many people were able to use
the information to compare between applications and use it
to help make their decision on what app to download if all
other features were the same. However, if the apps differed
on ratings, reviews, or features then the participants were
more likely to weight those factors as more important than
any information provided by the Privacy Labels.

Most participants felt that the privacy information is im-
portant, but we found that many people do not think there is

much they can do to protect their data privacy which led to
them not weighting the Privacy Label information as im-
portant as Ratings or Reviews. People self-identified as low
concern with privacy issues would not change their mind
with the presence of Privacy labels. People who are pessi-
mistic about the issue understand the importance of privacy
and security, but explicitly say they will not change their
behavior. The privacy label does provide users with clarity
on privacy information, but the huge gap of user education
and behavioral change is not addressed by the current design
of the privacy label.

5.2. Design Recommendations

Based on our findings, we recommend that the wording and
presentation of the label’s section titles in the label be
changed in order to better clarify the difference between
sections and the purpose of each section. We found that the
terminology “linked” was too vague, and that the “Data
Linked to You” section was easily confused with both the
“Data Used to Track You” and “Data Not Linked to You”
sections. At a minimum, users should have a way to learn
more about what “linked” means.

Similarly, participants found terminology such as ‘“usage
data”, “other data”, and “user content” to be too vague and
did not understand the meaning or purpose of the data; some
participants’ confusions were clarified after looking at the
more detailed view of the label, but others felt that they still
did not fully understand what data was being collected about
them and what it was being used for. We recommend that
“other data” be replaced with more specific terminology, or
link to a place where users can view more detailed infor-
mation about what “other data” entails.

Participants also reported that they would not normally
scroll down to where the privacy label is located, and that
the label did not stand out to them. We thus recommend
placing the label higher up on the app page, closer to the
pictures, descriptions, or ratings as these are some of the
most prominent components users looked at when evaluat-
ing the apps.

One suggestion made by a participant that we found particu-
larly interesting was to include information on how a partic-
ular app’s data collection practices compared to other apps
in that category. For example, if most banking apps do not
collect health information but one particular banking app
does, the label could note that “Health information is not
typically collected by apps in the Finance category.” The
participant felt that this would help better inform users’ con-
sent to the app’s data collection practices.

5.3. Privacy Concerns

We found that many users were disillusioned by current data
collection and privacy practices. Users who expect applica-
tions to take their data are inclined to continue sharing that



data because their data is already “out there.” Others feel
they have no choice about what data is collected. These atti-
tudes of indifference and helplessness may cause users to
care less about the privacy label and their privacy in general,
and they hinder the effectiveness of the privacy label. Addi-
tionally, users aware of the privacy label may not find the
information actionable. In the short-term, privacy nutrition
labels might not be helpful for those who are used to releas-
ing their data independent of their desire. More work needs
to be done to push users to be more conscious about their
data.

Most users don’t read privacy policies, a fact confirmed by
our study. Privacy policies tend to be very long, and even
one of our participants, who is a security expert, was unwill-
ing to spend the time to read these long documents. Howev-
er, participants rated the importance of data security and
privacy in the pre- and post-surveys very highly, which
demonstrates a gap between user needs and what is availa-
ble. This supports a form of information that is summarized,
such as the privacy label.

6. Limitations & Lessons Learned

6.1. Limitations

One of the major limitations of these findings is that partici-
pants were chosen from a convenience sample. Namely,
participants were chosen from among our personal circles.
During the interviews, we made sure that the interviewer
was not a friend of the participant. In addition, our sample
skewed young, and a larger sample size would have been
ideal. Furthermore, some of the app categories are more
security-focused than others; for instance, banking is more
security-focused than games. This may result in variation in
participants’ attention to security depending on the app
group they were assigned. Moreover, adding privacy and
security to the pre-survey may have primed participants to
recognize this as a criterion they should consider, especially
if it is something they usually do not consider. Finally,
while most of our interviews were coded by two coders,
three of our interviews were coded by only one researcher
due to time constraints.

6.2. Lessons Learned

Our team used the process of this study as a growth oppor-
tunity to improve our skills in study design and implementa-
tion, and there are a few places we would make improve-
ments should this study be repeated on a larger scale. First,
we recommend clarifying the survey question labels. We
had some confusion later on in the study about what we
meant by “privacy” and “security” as well as the difference
between rating and rank. We recommend that these be
changed in case the participants used the terms interchange-
ably.

Next, we recommend using a more randomized sample of
more participants. We had issues with timing when trying to
recruit participants, ended up relying on a convenience sam-
ple to get the data needed on time for our study, and were
only able to interview 13 people with our time and budget
limitations. Going forward, we recommend interviewing
more people and having a more balanced age demographic
represented.

Finally, our team did not consistently use the words “Priva-
cy Nutrition Label” during the interview which may have
led to the two people reporting they didn’t know what it was
during the post-interview survey. We recommend instead
fixing the interview protocol and survey so that matching
names are used for the Privacy Label to ensure that the
name isn’t the source of confusion.

7. Conclusion

Building off of previous research on app privacy labels, we
evaluated Apple’s newly released Privacy Labels through a
virtual lab study of 13 participants. We conducted a pre-
study and post-study survey to see which factors partici-
pants ranked as most important to their app download pro-
cess. We also used two Think-Aloud tasks and semi-
structured interviewing to explore how and why people
download apps as well as how the privacy label affects their
decisions. Results suggest that the labels are somewhat in-
fluential to individuals but other factors like app Ratings,
Reviews, and Features are more important to the download
decision. While most participants found the labels helpful,
there was also confusion about what labels and data types
meant on the label. We suggest that changes be made to
better clarify what information is presented and possibly
increase the usefulness of the Apple Privacy Labels.
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10. Appendix

10.1. Screener Survey

Here we provide the survey used to screen participants. We
are prioritizing iPhone users who have many apps down-
loaded. We also collect demographic information, so we can
hopefully have a balanced participant group.

CMU Mobile Application Study Screening
Survey

What kind of phone do you use?

O iPhone
O Android

O I don't know.

O Other:

If you have an iPhone, do you currently use iOS 14? You may check by going to
Settings > General > About and looking at "Software Version. If it says 14.x.x with
any numbers for x, then please select yes otherwise select no

O Yes
O No

O I don't know.

O Option 4

What operating system is your computer/laptop?

D Windows

D Mac that runs 0S

D Other:

How many apps have you downloaded onto your phone yourself?

O 15
O s20
O 21+

For apps that did not come by default, did you install them yourself, or did
someone else install them for you?

O | installed the apps myself.
O Someone else installed the apps for me.

O I don't know.



What is your name?

Your answer

What is your email address?

Your answer

What is your gender?

D Male

D Female

D Non-Binary

(O] Prefer not to say

D Other:

What is your age?

O Under 18
O 1829
O 3039
O 4049
QO 5059
O 6069
O 7079
QO so+

10.2. Pre- and Post-Interview Survey

Indicate how important each factor is when you are downloading an app.

Don't
Extremely Important  Neutral ~Unimportant E?(tremely know.
Important Unimportant what this
is
App store
rating O O O O O O
App store
reviews O O O
App
security O O O O O O
App Store
pe O O O O O O
Data
Privacy O O O O O O
Privacy
Nutrition O O O O O O
Label
10.3. Apps used for Tasks

The apps and categories we used in our study are listed be-
low.

Fitness:

e  Sports Tracker for All Sports
(https://apps.apple.com/us/app/sports-tracker-for-
all-sports/id426684873) (1.8k ratings)

e  SmartGym: Gym & Home  Workouts

(https://apps.apple.com/us/app/smartgym-gym-
home-workouts/id922744883) (4.6k ratings)

Social Media:

e VK - social network

Here we provide the pre-survey and post-survey. Note that
the survey is the same for both; the only difference is
whether it is administered before or after the interview.

(https://apps.apple.com/us/app/cobra-kai-card-
fighter/id1505336575 ) (2.9k ratings)

e Clapper: Video Community
(https://apps.apple.com/us/app/solitaire-
mystery/id1474804524 ) (3.9k ratings)

Games:

e Cobra Kai: Card fighter
(https://apps.apple.com/us/app/cobra-kai-card-
fighter/id1505336575 ) (813 ratings)

e Solitaire Mystery
(https://apps.apple.com/us/app/solitaire-
mystery/id1474804524 ) (2.4k ratings)

Online Banking:

e Porte: Mobile Banking
(https://apps.apple.com/us/app/porte-mobile-
banking/id1494730613 ) (722 ratings)




e OneUnited Bank Mobile Banking
(https://apps.apple.com/us/app/oneunited-bank-
mobile-banking/id520589589 ) (4.6k ratings)

Below are the app categories we assigned to each participant
for each respective task. The categories “Fitness” and “So-
cial Media” were used in 7 of the interviews, while
“Games” and “Banking” were used in 6 of the interviews.

Participant ID Task 1 Task 2

P1 Fitness Social Media
P2 Games Banking

P3 Banking Social Media
P4 Fitness Games

P5 Social Media Banking

P8 Social Media Fitness

P9 Fitness Banking

P10 Games Fitness

P11 Banking Fitness

P12 Social Media Games

P13 Banking Games

P14 Fitness Social Media
P15 Games Social Media

10.4. Interview Discussion Guide

Here we provide the complete discussion guide used during
interviews. Note that we are following a semi-structured
interview format, so the guide may not be rigidly followed.

UPS Class: Evaluating the Effect of Apple Privacy Nutrition
Label on App Download Decision Making

Ananya Bhat, Amanda Crawford,
Evan Zeng, Jimmy Ray, Mira Mookerjee, Denise Tang

Introduction
Hello! My name is and I’ll be leading the study to-
day, and this is who will be taking notes. Thank you

again for agreeing to participate in this research study!

Consent and Description

Today we will be doing a virtual lab study that consists of
two quick surveys at the beginning and end of the session, a
few scenarios, a think aloud task which will be explained
before we do it, and some semi-structured interview ques-
tions to learn more about your experiences with the Apple
App Store.

During certain parts of the study, we will be asking you to
share your phone or computer screen in order to see what
you are doing in regard to the specific tasks we ask you to
do. Please be aware that anything on your screen will be
seen by the researchers at that point so please put anything
confidential off screen and silence notifications if possible.

We will be asking to record this interview through video for
further analysis, though your name and any other potentially
personally identifiable information will be kept confidential
and will not appear in any report or document outside of the
team. All study data will be stored for a minimum of 3 years
at CMU. The entire study process should take no more than
one hour to complete and you will receive $15 upon com-
pletion of the study. If you can, please ensure that you are in
a private space for the interview so that passersby are not
inadvertently recorded.

Please be aware that at any point in time during the inter-
view, you may stop the interview, choose to not answer any
questions, or take a break if you wish. Do you have any
questions so far about what we will be doing?

Introduction [~5 minutes]

[Goal: Ensure compliance with the requirement for partici-
pation and then Introduce the idea of the Apple App store
and downloading applications as well as learn what parts of
the download process matter to this participant.]

To start off, we are interested in learning about the Apple
App store and requirements for this study are that you either
have an iPhone or a Mac Computer.

What type of mobile device do you have?

[If an iPhone] What version of iOS are you running? You
can check this by going to Settings>General>About and
reading the number for “Software Version”.

Do you have a mac computer instead?



[if yes] What version of macOS are you running? You can
check this by clicking on the apple icon in the top left cor-
ner, going to About this Mac and reading the line that starts
“macOS”

[If the participant doesn’t have an Apple iPhone that is cur-
rently running iOS 14 or a Mac computer running Big Sur
then end the interview because the participant does not qual-

ify.]

One last question before we begin, have you downloaded at
least 5-10 applications from the Apple App store yourself in
the entire time you have had your device?

[if the answer is no, end the interview because the
participant does not qualify.]

Now we will move on to the lab study portion, we will be
asking you to fill out this survey so we can learn more about
what is important to you when downloading something from
the Apple App Store. Please take a few minutes to complete
this form and let us know if you have any questions or when
you are done.

Your number is [participant ID number for survey identifi-
cation], please write this number down for the first question.

https://forms.gle/TubWBZu4FtogMTYXRA

Initial semi-structured questions [~10 minutes]

[Goal: Get a basic understanding of the participant’s specif-
ic experiences with the Apple App Store and technology
comfort levels].

To start off, [researcher then starts a conversation around
the Apple App store using questions like the ones below as
they fit into the conversation] ...

Would you consider yourself technically savvy? Why or
why not?

Would you consider yourself an early technology adopter?
How do you feel about the App store?

When was the last time you downloaded new apps?

What did you download?

How often do you download new apps?

Why do you download new apps?

What activities do you do on the App Store? [find out if
they compare apps, and search eg.]

How long do you spend in the App Store before deciding
which app to purchase? Why?

First Think-Aloud Task [~15 minutes]

[Goal: understand specifically how a participant decides
whether to download a specific application].

Now we will be entering the “Think Aloud” portion of the
study. Here, we will ask you to talk out loud as you are do-
ing a task so we can understand what you are thinking and
we can have a conversation about what you are doing and
why. For example, if [ was asked to find a submit button on
a web page, I would say “I am looking at the whole web
page and scanning for the button. I am looking for the word
submit and am looking in the bottom right because that is
normally where I would expect to find it.”

Do you have any questions about what a think aloud is?
(wait for and answer any question the participant has before
moving forward)

This section also requires you to share your screen with us
through zoom. Are you using your phone or computer for
this?

[Guide through instructions for sharing phone screens if
needed
https://docs.google.com/document/d/10TGTPOH7SUsCQ3
Y-KalLulxbgBWmUfffudEZTI2TGOWc/edit?usp=sharing ]

Great, now that you are sharing your screen, your task is to
“Think Aloud” as you evaluate two fitness apps. Please
evaluate each app individually, and then compare them and
decide which one you would download. You do not have to
actually download the app, just let me know which app you
would download from the two provided and why.

[Give app names from interviewer list
https://docs.google.com/document/d/18dRChneXie-
rSA30JF6SFIFe2uDOHW777d00dBybd6Y /edit?usp=shari

ng ]

[researcher then starts a conversation around what factors
the participant is considering ]...



Is there anything you like about this app? [Why?]
Is there anything you dislike about it? [Why?]

[If the participant is quiet] what are you thinking about right
now?

Why did you decide to look at the [privacy nutrition label,
rating, reviews, photos of game, etc.]?

When they make a decision about what app to download:
Why did you choose that app to download?

For the not chosen one, what could be changed so that you
choose it?

What information does this app have access to when you
download it?

Is there anything else you would like to say about these
apps?
Second Think-Aloud Task [~15 minutes]

[Goal: understand specifically how a participant decides
whether to download a specific application when prompted
to look at the Privacy label. Understand what information is
understandable, relevant, and important to the participant].

Alright, now we will be doing the second task. For this task,
we will once again have you “Think Aloud” as you evalu-
ate two apps. Please evaluate each app individually, and
then compare them and decide which one you would down-
load. We ask that you specifically look at the information
under the “App Privacy Section” during your evaluation.
For this round we will be comparing two social media ap-
plications.

[Give app names from interviewer list
https://docs.google.com/document/d/18dRChneXie-
rSA30JF6SFIFe2uDOHW777d00dBybd6Y /edit?usp=shari

ng ]

[If they have trouble finding the privacy section show direc-

tions

https://docs.google.com/document/d/1xe IMX 4dAcilyCQ
QQubiWthWNGI1ga594K6iXeclgE/edit?usp=sharing ]

Again, for the think aloud portion, please describe anything
you are thinking about or that you are looking for. And
please continue sharing the screen of your device. Any
questions? (questions...) Let’s get started.

[researcher then starts a conversation around what factors
the participant is considering ]...

Is there anything you like about this app? [Why?]
Is there anything you dislike about it? [Why?]

[If the participant is quiet] what are you thinking about right
now?

Is there information here that is important to you?

[if yes] What? Why? What is the impact of this infor-
mation?

[if no] Why not?
Is there any information here that you do not understand?

[if yes] What? Why? What is the impact of you not under-
standing this information?

Why did you decide to look at the [privacy nutrition label,
rating, reviews, photos of game, etc.]?

When they make a decision about what app they would
download:

Why did you choose that app to download?

For the not chosen one, what could be changed so that you
choose it?

Is there anything else you would like to say about these
apps?

What information does this app have access to when you
download it?

Thank you for completing the think-aloud tasks, you can
stop sharing your screen now.

Post task Interview questions [10 minutes]

[Goal: understand how privacy concerned the participant is,
whether they have seen the labels before, and any final
comments about downloading applications ].

We have just a few more questions for you. To start, have
you ever seen or used the Apple Privacy label section be-
fore?

[wait for answer, either way ask ] What do you think about
the labels?

[Researcher continues the conversation with questions like
the following] :

Did the information provided on the privacy data label af-
fect your decision? [Why?] [Why not?] [How?]



Prior to this study, have you read the privacy policies (partly
or fully) of any apps that you own?

Why or why not?

Do you think the information presented in the labels is reli-
able?

Why or why not?

Do you have any reservations when deciding to download
an app that were not mentioned earlier?

[If yes]

Have you ever regretted downloading an app because of
data privacy issues?

Why or why not?

Did you take any further actions because of these regrets,
such as changing your privacy settings, or uninstalling the
app? Why or why not?

[Always ask as time is ending] Is there anything else you
would like to tell us?

Wrap-up [~5 minutes]

Alright, the interview portion is over and now we will be
asking you to fill out the same survey as at the start of the
interview, so please take a few minutes to complete this
form and let us know if you have any questions or when you
are done.

As a reminder, your number is [participant ID number for
survey identification], please write this number down for the
first question.

https://forms.gle/BtvYEMS5in5dYiuJf8

Well, that is all the questions we have for you, do you have
any questions for us? Any other thoughts, feedback, advice
you would like to share?

Thank you so much for your time!

10.5. Survey Data

Here are the links to the spreadsheets with the pre- and post-
interview survey data.

Pre-Interview:
https://docs.google.com/spreadsheets/d/1IMTvY gn6xAzjSbl
3NpeOf81UxtTRI1XJzNNg-RF1B0OEc/edit?usp=sharing

Post-Interview:  https://docs.google.com/spreadsheets/d/1-
N29osrgN 5Yn80Vk JSpFgpUulpCMpo3HmrRRrjSYI/edi

t?usp=sharing

10.6. Survey Data

Here is the link to our spreadsheet with the code definition,
summary of which codes apply, and all coded interviews.
All identifiable information about participants is removed
from this spreadsheet and kept only in Otter.ai and the cloud
recordings.

Code:
https://docs.google.com/spreadsheets/d/13¢cQ7dBA6E9eZ5
7ehxZD-yFdOeHJixZgHIW 1uff9Bxk/edit?usp=sharing




